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B MHRoRZEL simpleSAMLphp 1.13 A& ©o]&3l] Ubuntu Ex CentOS ZHF0A SAML 2.0
SP(Service Provider)g 3t WHZ 7I&%ch SPel FEE f8 cigat A2 g2
ZZE|ojof it
- LAMP AEHO] MX]. Apache, MySQL, PHP 5.3 oJ4}
- ZRAASA(SSL)2] A%

A 2 %+ simpleSAMLphp 9] Adx]

2.1 A& simpleSAMLphp

simpleSAMLphp += UNINETT 9l|A] 7H&3F SAML v2.0 A X Egojoltt 1dP(Identity Provider) Ex=
SP(Service Provider)2 AX|7}5sHH 2]Al AL 1.13.20]cH20159 9 9Y). ©|5t 1dP = SP &= SAML
2.01dP £ SAML 2.0 SP & 2Juj3tc}, simplesamlphp.org OllA Z7}40]l JRE AE L QIct

2.2 A simpleSAMLphp 9] A3x] &7

simpleSAMLphp 2] x| £I3F A
Al#= Ubuntu 14.04 LTS(64 B]E)E ©]

o|r>E

82 thEah Atk SEY 9ol gl ¥ AMElA AlZARE
het

php, MySQL, httpd 7} Adx]

1Pv6 disable H%F

selinux disable

- Linux ®}%HH (iptables) 80/443(http/https) ZE 7=}t

- ARF F718HE $13F NTP @A (NTP AMH: time kriss.re kr)
2.3 A simpleSAMLphp 2] Ax]

simpleSAMLphp 2] 752 ¢ 23%= AZEH0] m7|2]E§ XSl simpleSAMLphp 9] AdX]
B2+ /var/simplesamlphp 2 713gtch

~# clear




~# sudo apt-get install php-date openssl php5-mcrypt
/| 9% 222 LDAPE olg3t: 3¢

~# sudo apt-get install php5-ldap

//simplesamlphp T2 E

~#sudo wget https://simplesamlphp.org/res/downloads/simplesamlphp-1,13.2 tar.gz

//FEsA E A

~# sudo cp ./simplesamlphp-1,13.2. tar.gz  /var/
~# sudo cd /var

~# sudo tar zxvf ./simplesamlphp-1.13.2 tar.gz

~# sudo mv ./simplesamlphp-1.13.2 ./simplesamlphp

% CentOS 6.7 (php 5.5.30)°l1A mcrypt AX]=H

//71& php 5.5.30& EF |Gt 7HE3ic)
~# rpm -Uvh https://mirror webtatic.com/yum/el6/latest, rpm
~# yum install php56w php56w-opcache php56w-mcrypt php56w-xml php56w-mysq]l

~# service httpd restart

2.4 A Apache Ay 4%

off 2% ®H2 HTTP(80 ZE)o|| thyt 3443 HojEth HTTPS(443)0l] tH¥F Apache
2 ARt

% 1D Al MeE HEEA] 3QIQIEAIE AXI3taL HTTPS(443)& ol-g3fiof glct,

334

~# sudo cd /etc/apache2/sites-available
~# sudo mnano 000-default.conf
// <VirtualHost *:80>& %to} ofefe} 7Ho] 2%
<VirtualHost *:80>
DocumentRoot  /var/www/html/

Alias /simplesaml [var/simplesamlphp/www

~# sudo nano /etc/apache2/apache2.conf

/| e e 3BE 271




<Directory /var/simplesamlphp/>
Options Indexes FollowSymLinks
AllowOverride None
Require all granted

</Directory>

~# sudo service apache2 restart

2.5 A simpleSAMLphp 2] 15873 Ad%

ofzfiet 7Fo] simpleSAMLphp & 734743ttt 'secretsalt's ThE HP2S o188 22T 4 QI

tr -¢ -d '012345678%bcdefghijklmnopgrstuvwxyz' </dev/urandom | dd bs=32 count=1 2>/dev/null;echo

~# sudo cd /var/simplesamlphp/config
~# sudo nano config.php

/] ofehet ZFo] TPAEA o
'baseurlpath' => 'simplesaml/’,
'certdir' => 'cert/'

'loggingdir’ => "log/’,

'datadir' => 'data/',

/] T AL & SAgstor &

"auth.adminpassword’ => '[#2]L THAQE QAE]",
'secretsalt’ => '[secret salt Y],
'technicalcontact_name' => '[2]z} o]&]",
'technicalcontact_email' => '[Z=2]2} o|H|Y]',
'language.default’ => 'en’,

'timezone' => 'Asia/Seoul’,

simpleSAMLphp oIM A|gst= §4 E&e L/dststn Aot [2E%] tlE2|A enable T
ABA3te, e ol LDAP 25 @/dststr] 913t Hprgolct,

~#sudo cd /var/simplesamlphp/modules
~# sudo cd ./ldap

~# sudo touch enable




3174 d%o] ¢REQIctd ] HalexE o]&sl http://[M¥FA]/simplesam] & F
2E]QIctE offel ZH2 shHol LRERTE

264 4
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a1 et A 1dP 7F ZAstE]R] 2 FEiolR2 9 3ol
ZAiQdo] Hojof gtet admin 22 2IQIRF & It o] EAIFTE Ao T AJEiolst He|=}
o|H|¥x} LDAP Extension & dX|SitiH R & =AlQdo 2 HA|E|ojof 3irf

Configuration Authi

aiication Fadaration
1) admin 2! T Login as adminis trates
SAMLI0WP 3
Configuration ELTRE T
N A4 X4
Diagnestics on hostname, port and protocal 2) |dP é %
« PHP infc
* Available modules
Sanity check of your simpleSAMLphg setup

wo: (3) php P ST 2AR
] g WFTFS - sy pted s o 8 e 17T -
Wamings ot shonkt cue HTTFS. { Pt v et
PHP instaltation
I You are not using HTTPS - encrypted

environment, you should use HTTPS. |
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A 3% SAML AH]A AH|Zzte] AMX]
3.1 3 SSL 27t 45A9] 78

otz [myidp.mydomain.ac.kr]& SP F&z2}o] 7] SHFo] gHA] AAs] HZFSHoF dtch, Common
Name (e.g., server FQDN or YOUR name)2 SP & AjHQ] 1P 24 Tt TnhQiHoz MAslo} 3ic},

2 -nodes -out myidp.mydomain.ac.kr.crt -keyout myidp.mydomain.ac.kr.pemf]

Country MName (2 letter code) [AU]:KR

State or Province Mame (full name) [Some-State] :DAEJEON

Locality Name (eg, city) []:

Organization Mame {(eg, company) [Internet Widgits Pty Ltd]:KISTI
Organizational Unit Mame (eg, section) []:KREONET

Common Name (e.g. server FQDN or YOUR name) []:myidp.mydomain.ac.kr
Email Address []:myemaillgmail.com

root@test-idp-sp:~# [J

At A3ME PP & BFERE AL,

r O i

~# sudo cd /var/simplesamlphp
~# sudo mkdir cert

/] XBAE cert TFUI}t pem TA-L /var/simplesamlphp/cert C|HE2]2 o]%

SP o] dletelolelg £4H 217t AEME SR,

~# sudo cd /var/simplesamlphp/config

~# sudo mnano authsources.php

// ‘default-sp’ => array©ll otefiel Zro] 23] QUAZAME SESCH
'privatekey’ => "/var/simplesamlphp/cert/[2]&A0]&] pem’,
'certificate’ => "/var/simplesamlphp/cert/[21&A]0]&].crt’,

3.2 3 diEtdlols} 23 o 1dP HEtEolEe] 58

SP 9] entitylD & AA3Ic}, entitylD = http(s)://domain_name/sp/saml_software 2] ZAld| a}2c}

~# sudo cd /var/simplesamlphp/config

~# sudo mnano authsources.php

// “default-sp’ => arrayoll ot2e} 7to] entitylD ghg WZTICH

'entitylD' => "https://myidp.mydomain.ac. kr/sp/simplesamlphp’,




SP ot 1dP & 1D AAISH] S13HA, 1dP ot SP 2 Zt7o] mEtHlo|s S wap S-EshoF giet, SP ol 1dP 2]
HEtHlolE S §E5t: W2 thgat Zrh 1dP o] wElEols =g gtRstn glrta TPEiE,

~# sudo cd /var/simplesamlphp/metadata

~# sudo mnano saml20-idp-remote.php

/] oF 2 (AIA)*F 1dP2] HEfH|o]E S 27HjiT),

Smetadata['https://-~ - se, tmzonzt ot /simplesaml/saml2/idp/S

B 'metadata-set' => 'saml20-idp-remote’,
'entityid' => '"https:/f/fco._ IS haewant natlodwndas ] faaml
'SingleSignOnService' =3
array {
[ |
array {
'Binding' => 'urn:ocasis:names:tc:5AML:2.0:bindings:HTTP-RS

'Location' => 'https://fcz=__2 "7 hiernat natlei==l-gam] /5

}l
)y
'SinglelogoutService"' =>J]
array |

% simpleSAMLphp 7]810] 1dP & B 85tx Qttn 7FASHS wi, http://[IdP A¥3A]/simplesaml o]
280 Federation & 22313 1dP 9] mElHols] PR EZ AT 4 glct,

9] 221xj7] SP o] 1dP 9] HElHolE|E S25t1 SEF HE(HO]E] o] ‘name’g Z7I8IchH 5E
g 1dP o] HEHH|O]El] name’o] o] FEEO e BT mame’ S5 ARRITL ‘name’e] WE
2 AFEAP7E SPOIA 1dP & AERSH wi(1dP discovery), 229] 3efj2 HojRIct

~# sudo cd /var/simplesamlphp/metadata

~# sudo mnano saml20-idp-remote.php

// ol 2(AIA)=F 1dPe] HIElHo|EE 2713k}
$metadata[‘https://[IdP FA]/idp/simplesamlphp’] = array(

‘name’ => array(

‘en’ => ‘[1dPQ] °]&],

SP o] HEtdlolE{z 1dP o] S2E&]ojop SP-1dP 7F SAML EAlo] 7hsstch ofef 12133 http://[SP
g Z=IshH SP o] mEtHelE HRE Y £ it

a
M FA]/simplesam] o] 23l Federation 82 22! =1
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‘ simpleSAMLphp installation page
E o | Nederlan al

Login as administrator

Federation

Wealcome Canfiguration Authentication

SAML 2.0 SP Mertadata
15.6/simplesaml/module php/saml/s p/metadata phpidefault-sp

Entity 1D- http://134.75.1
default-sp
| Show n\elad@

Tools
« Delete my choices of I1dP irf
XML to simpleSAMLphp meta

Copyright © 2007-2014 Feide Rn

SPo] mHElHloly] HEHE HEetdlols] 552 QXsloF g

/var/simplesamlphp/metadata/saml20-sp-remote . php ZtAo]] SP o] HElHoJE|E
FE(flat format) FEHQ] HElHOJEIQF XML FHERQ] HIEH|O|EE A

£ 55T e F& FEHQ HEHHoEE o] &3t

EARHAl 1dP o]

2

K

o
A
-
S

L.

AAE) L ATl 1dP X SP o] 2PAle] HetH|o]g]

SP of] 1dP o] HEld|o]e]7t S2E|QIthA otz J3lat ZFo] http://[SP o] F
2]3tch

Authentication — Test authentication sources 2] ‘default-sp’& =

Test authentication sources

© 20072014 Feido R

Copyiight &

Yo] Select your identity provider OllA saml20-idp-remote.php 2] ‘name’o2 FE3F
P

ozl 1alap 72
o2& Zasitt E HA]fME ‘name’S ‘Coreen 1dP -guest users’2 AASHCH
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Select your identity provider ‘
|

English | Bokmal | Nynors

Select your identity provider

Please select the identity provider whers you want to authenticate

P
Coreen IdP -guest users v
Remember my choice
Copyright & 2007-2014 Fald

~—/

1dPol 52% AMg} Do wlWHEE olgsl 2k okl 1zt ol 1dP 7L MBshe ALgAt
£4750g g 2 9lrk.

= =2
SAML 2.0 SP Demo Example

SAML 2.0 SP Demo Example

ge of SimpleSAMLphp. Here you can see if your session Is timed out, how lang it lasts until it times out and all the aftributes that are

User ID s

Dispia: 2 ‘ B

Mail  eeenn e

Affiliation

KisT
Affiliation at home organization
rafere #fiatien
Person's principal name at ho
U




A 4 %+ tEjH|ole{e] HH
4.1 A oid to name HE+

SAML 2.0 = Attribute °]29] oid H7|E HAICL 1D AH|ZZ’F oid FEl(e.g.,urn:0id:2.5.4.4)2]

A40]28 A5t AMH|A A ZR7F friendly name(e.g., sn) 2 ©]&5] AlL2}E QI7ISICHH oid &
friendly name &2 ®H7sljo} 3Jic}, KAFE = oid H7|HE FASIE=2 SPAIAM  cf2ap o]
oid2name HgFS 3}

~# cd /var/simplesamlphp/config

~# nano config.php

// ‘authproc.sp’ => array( 7} ZZHEl 21918 Xfo} t}l3} 7ro] X7psict
50 => array(
‘class’ => ‘core:AttributeMap’,
‘oid2name’,
/] MBIA AFRIAIA AFRAE QI7HE QJ5H friendly name ‘o’ THAIO friendly name ‘organizationName’
= Ol &RItHA thE 2RRIE R7IRhCL

.

[P

o’ => ‘organizationName’,




5% 9 $8I SAMLSP O @5
AFREE 9

Al S8aF SAML SP & A5t

jEaYe)

et B o B -l
51 4 A5 Al 23 AR}

Q] o Qo
H O O«

simpleSAMLphp 7t A|-35= APl(Application Programming Interface)& ©]&
217} (Authorization)slio} 3t} KAFE(Korean Access Federation)o|A= ofef #e}F 7+
st et

= olgs) ALgzls
re 4420 o182
A3 574 T AR 7H5
vid AMEE DN AMEIA 717k Al A ) 0
eduPersonTargetedlD Al A A2z} 8 A5 shEl AFARF 155
sn 3 0]
givenName o]2 0
displayName AbEzte] SHHEA] o] 0
mail AFE2}F oMY A 0
eduPersonAffilation AFg2to] 7] RBAH

organizationName

AMgALe] A47]2
schacHomeOrganization

AHgAE A471T0] 2149 ErlQl o]
eduPersonPrincipalName

EHQl W AMEAE 1D HR o]
eduPersonScopedAffilation Zool uf AR} 2B HH

1dP7F A Bote 44 Fut 9 Bl FAY 445 Boh @HF 2 ek 9 $80] SAMLSP A5
Al Refsiof o AR cheat e

- AMAFE FESIE WM SPE AMSRAIE TEY 4 QYE(EE AR 5L WY & k) e
Zulalo} ek, w22l 10POl FYY A B id §)ol FAY 7H5Al GIEE P wl2el
A 45 Er BfelolEE B 2L ZHES olRs AGAIE FRE 2 glojo T}

52 % ALgAl 93 U U B 9 $§ It

simpleSAMLphp 7} /var/simplesamlphp/oll Adx]glo] 9J1 SP =2 EZzksictn 7pAsich Eoh 9l
S82] root T|FEZ]7} [var/www/htmlo]H php 52 $I3F Apache ¥H73d%o] &EE|o] Qlctan
7FR3ict 1dP ol S2% AIAL student/student1234, faculty/faculty1234 o]ct

o2 A &

£29] skeleton code oJtt, 29It ALLZ}o] &£4¥H W ALLZ}
Hug wiEel Peha @A Pet



~# cd /var/www/html

~# nano index.php

/] T3t 7ol 27t

<?php
include_once('/var/simplesamlphp/lib/_autoload.php');
$as = new SimpleSAML_Auth_Simple('default-sp');
$as->requireAuth();
$attributes = $as->getAttributes();
print_r($attributes);
$idp = $as->getAuthData('saml:sp:1dP');
print_r($idp);

7>

SP7F 1Pt @AlElel Qln Zzel dledolEt Rxb S2EYE B9, hip//[SP FAl/Z

W43t ofeliet o] 1D MBAtE Meste shwo] Ljemtel

Select your identity provider

Please select the identity provider where you want to authenticate:

|nm translated (idpname_htips./* - w- Ifidp/simplesamiphp) V|!Seiec11
[[IRemember my choice

AF8RP7E 23910 43 B9 ofeliet o] AL8RF £4ol2a} 44zhEol MY 29 e},

[/ 23000 33 & Ak 23 oAl

https://[1dP2] F4]/idp/simplesamlphp

chee WPHOI(EE oJHE I oM ZEolch D MBAPF WYT 44 Hm F
eduPersonAffilation ©]  ‘faculty’, organizationName©]  ‘DGIST’, eduPersonPrincipalName ©]
‘faculty@coreen kr'd %ol 2|2b PIHE Z= AACITE ARERE A7l AREE &4 AH|A

Aol Al e 4 gich,

~# cd /var/www/html

~# nano index.php




/] Ttk 7ol ¥7

<?php
include_once('/var/simplesamlphp/lib/_autoload.php');
$as = new SimpleSAML_Auth_Simple('default-sp');

$as->requireAuth();

$attributes = $as->getAttributes();

$idp = $as->getAuthData('saml:sp:1dP');

$uid = $attributes['uid'][0];

$displayName = $attributes['displayName'][0];

$mail = $attributes['mail'][0];

$eduPersonAffilation = $attributes['eduPersonAffiliation'][0];
$organizationName = $attributes['organizationName'][0];
$schacHomeOrganization = $attributes['schacHomeOrganization'][0];
$eduPersonPrincipalName = $attributes['eduPersonPrincipalName'][0];

$eduPersonTargetedID = $attributers['eduPersonTargetedID'][0];

//authorization
if  ($eduPersonAffilation === 'faculty' && $organizationName === 'DGIST'
$eduPersonPrincipalName === 'faculty@coreen kr'){
$isAdmin = 1;
Yelse{

$isAdmin = 0;

if($isAdmin){

echo "Welcome Prof, " $displayName."ll<br>";

echo "You are allowed to access T resource 1, 2, and 3.";
telse{

echo "Welcome Student " $displayName,"lI<br>";

&&




echo "You are allowed to access 1T resource 1 only.";

7>

534 2391 ¥ 2oty

CF22 SURFnet oA A|Z5t= simpleSAMLphp & SP2Q] djx] ZEtolct 1D FAIE QI3F SAML
HIA|Z]  F7HAIAEIQL OpenConext &F A&l Ech ZF=H3E ARERF Q1F3S £3P5h7] 9J3F I Eo|th
SURFnet 2] 1D @Al 2E= Hub&spoke ©]2]8F KREONET 2] KAFE = Full mesh 25 7Zt7| R0
HIA]Z] Z7HA]AEIS o]85}2] Qrr} oleff F T O] LOA(Level Of Assurance) T EEL2 KAFE oA
AHEE]R] QF =T,

//source code provided by SURFnet

//https://wiki.surfnet.nl/display/SUAAS/Configuring+a+simpleSAMLphp+SP+for+step-up+authentication

<?php
// nclude SimpleSAMLphp. Assume this script is placed in the <simplesaml>/www dir,

require_once('../lib/_autoload.php');

// Name of session variable for storing the min required LOA(Level of Assurance) for a login

define( 'SSP_SESSION_MIN_LOA', 'RequestedMinLOA" );

// Build return URL, This is where ask simplesamIPHP to direct the browser to after login or logout

// Point to this script, but without any request parameters so we won't trigger an login again (and again,
and again, and ...)

$returnURL = ($_SERVER['HTTPS'] == 'on') ? 'https://"' : 'http://";

$returnURL .= $§_SERVER['HTTP_HOST'];

$returnURL .= $_SERVER['SCRIPT_NAME'];

// Map integer level of assurance level to identifier used by the gateway
$gLOAmMap = array(

1 => 'http://suaas.example.com/assurance/loal’,

2 => 'http://suaas.example.com/assurance/loa2’,

3 => 'http://suaas.example.com/assurance/loa3’,




try {
// Init SP instance
// Assumes you have setup a SP named "default-sp" in <simplesaml>/config/authsources.php
// See: https://simplesamlphp.org/docs/stable/simplesamlphp-sp

$as = new SimpleSAML_Auth_Simple('default-sp'); // Init SP instance

[ @var $session SimpleSAML_Session */

$session = SimpleSAML_Session::getinstance();

// Process login action, Assumes the login function of your SP uses ...?action=login
if (isset($_REQUEST['action']) && $_REQUEST['action'] == 'login' ) {

// We use the SSP session to keep track of the LOA we want,

// Unset any existing RequiredAuthnContextClassRef

$session->deleteData('string’, SSP_SESSION_MIN_LOA);

// login
$requiredLOA = 2; // The LOA we want,

// Store the requested LOA in the session so we can verify it later

$session->setData('string’, SSP_SESSION_MIN_LOA, $requiredLOA);

$as->login( array(
'"ReturnTo' => $returnURL,
'"ForceAuthn' => false,
'saml:AuthnContextClassRef' => $gLOAmap|[$requiredLOA] // Specify LOA
) );
exit;  // Never reached. Added for clarity
}
// Process logout action
if(isset($_REQUEST[ action']) && $_REQUEST['action'] == 'logout' ) {

$as->logout( array (




'"RetumTo' => $returnURL,

) ); // Process logout

exit;  // Never reached. Added for clarity

// Display HTML page
echo <<<head
<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN"
"http://www . w3,0rg/TR/xhtm11/DTD/xhtml1-strict.dtd">
<html xmiIns="http://www.w3.0rg/1999/xhtml" xml:lang="en" lang="en">
<head>
<meta http-equiv="Content-type" content="text/html;charset=UTF-8" />
<style type="text/css">
table,th,td {border: 1px solid black;}
th,td {padding 1px}
</[style>
<title>simpleSAMLphp Demo</title>
</head>
<body>
<h1>SimpleSAMLphp LOA Demo</h1>

head;

// Show some info when authenticated
if ( $as->isAuthenticated() ) {
$attributes = $as->getAttributes();
$requestedLoA = $session->getData('string’, SSP_SESSION_MIN_LOA); // What we requested
during login
$authState = $session->getAuthState();
$authnConext = $authState['saml:sp:AuthnContext'];
$namelD = $session->getNamelD();

$authninstant = gmdate('r', $authState['Authninstant'] );




$expire = gmdate('r', $authState['Expire'] );

echo "<h2>You are logged in</h2>";

echo "<h3>SimpleSAMLphp Session</h3>";
echo "<p>SimpleSAMLphp session start: <b>{$authninstant}</b></br />";

echo "SimpleSAMLphp session expire: <b>{$expire}</b></p>";

echo "<h3>LOA</h3>";

echo "<p>Received authnConext: <b>{$authnConext}</b></p>";

// Map LoA identifier back to integer LoA level
$actualLoA = array_search($authnConext, $gLOAmap);
if (false ==| $actualLoA)

echo "<p>Actual LoA is: <b>{$actualLoA}</b></p>";
else

$actualLoA = -1;

if (NULL !== $requestedLoA) {
echo "<p>Requested LoA was: <b>{$requestedLoA}</b></p>";
if ($actualLoA >= $requestedLoA)
echo '<p><b>You were authenticated at or above the minimally required LoA</b></p>";
else

echo '<p><b>You were NOT authenticated at the required LoA</b></p>";

echo <<<html

<h3>NamelD</h3>

<table>
<tr><th>Value</th><td>{$namelD['Value']} </td></tr>
<tr><th>Format</th><td> {$namelD['Format']} </td></tr>

</table>
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html;
echo <<<html
<h3>SAML Attributes</h3>
<table>
<tr><th>Attribute</th><th>Value(s)</th></tr>
html;
foreach ($attributes as $attrName => $attrVal) {
echo "<tr><td>{$attrName} </td><td>";
if (is_array($attrVal))
echo implode('<br />', $attrVval);
else
echo $attrVal;
echo "</td>";
}
echo <<<html]
</table>
<h3>Logout</h3>
<p>
<form name="logout" action="{$returnURL}" method="get">
<input type="hidden" name="action" value="logout"/>
<input type="submit" value="Logout" />
</form>
</p>
html;
} else {
echo <<<html
<h2>Your are not logged in</h2>
html;
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echo <<<html
<h3>Login (again)</h3>
<p>
<form name="login" action="{$returnURL}" method="get">
<input type="hidden" name="action" value="login"/>
<input type="submit" value="Login" />
</form>
</p>
html;
echo <<<html
</body>
</html>
html;
}
catch (Exception $e)

{
echo $e->getFile().":".$e->getLine().' : '.$e->getMessage();




A6 Het % IR
6.1 A Molz] HI2A]

simplesamlphp & Ax|51H UuIANL 217 9 H2lQ2E Esf 1dP £X SP 9] metadata, phpinfo S
HoMgHRo] HIY 7hs/d°l Qith. simplesamlphp & A2t 3 sl HEESES 2495] flsi
config.php It¥-& £Asljo} 3it}  default themes @] wuserloginpass.php ITIIAE £ AR}

QIEfmlo| A8 WA 4 ek

~# clear

~# cd /var/simplesamlphp/config/config.php

//etEliel Zo] protectindexpage®l protectmetadata Z}S trueZ HZTICH
'admin . protectindexpage’ => true,

"admin protectmetadata' => true,

SSP 9] #=|ztH|o]Z] k& FeFHS sHZSH7] fI5H apache A2 WHASH FoF gith CentOS 6.5 71&
o2 SP7} SSLo| AHEE]o] QS uwf thZ2t 7ol ATt

~# clear
~# cd /etc/httpd/conf.d
~# nano ssl.conf
//</VirtualHost> Qrol] ©t2a}b 3ro] Z7ighct /dx|ghgol] 2] AHs] s34 E]ojof Jhct,
<Location /simplesaml/module.php/core/loginuserpass.php>
Order Deny,Allow
Deny from all
#192.168.0.%F H4 7t
Allow from 192.168.0.0/24

</Location>

6.2 A Privacy Policy

SP o] Hetd|e]E{o]] ‘privacypolicy’?t A& E]o] Qo™ consent ollA 3T privacypolicy & 33},
Consent 3}H0J|= privacypolicy 2] URL ©] %SPENTITYID%=Z H7ZE]o] EA|HTEH
x AMHA AZAH= 1D AlZAIA] privacypolicy URL HHE A3t 1D AH|ZA}7L privacypolicy ZEE
‘d3stioF gict,

~# clear
~# nano /var/simplesamlphp/metadata/sam120-sp-remote.php

//EA SPC] metadata ol




'privacypolicy' => ‘URL’, // dl; ‘privacypolicy’ => ‘https://yourdomain.com/privacypolicy’,

/] ©] 4AE]o] 9JomW consent Al i URLO] shd Z29%

6.3 2 SSP o] HQF Fe} ArY

showerrors &2 false 2 SiA 257} HFAHSHS o 1 Z2T]z] Qlojop 3t Q 2 H (stacktrace =
NAY BEE =EW AolEd] w2EL g WAUTH EF, admin MIMEE W SSPe)
Huoh w2EA GES Yok

~# nano /var/simplesamlphp/config/config.php
//5.13F 59

'admin protectindexpage’ => true,
/37t EBE 2%

‘showerrors’ => false,

7] BetZ 2lsll, BE AZ(plain text connection, Non-TLS)Y o #7] FE7} A== RS 2
AHHFA IR E 7} 7o) HA5H= 718 =lolof 3ttt TLS(https connection)& HFEA] o] &&ljof 3ot 7]
BHoF MAS k2] 9Fo™ Cross Site Scripting 3720 #2Fgr 4 Qlct,

~# nano /var/simplesamlphp/config/config.php
/I eheat 2ol 4%
'session.cookie secure’ => true,

‘session.phpsession. httponly’ => true,

SSP 7t ‘redirect’'Z & EMH]Ql o]2& AMAzIct i3t 7ro] empty array & AASHH SSP 7t
Z}-%QE_ 7;_]&]'3]—% EEH]?_]QEE_]’ redirect '(“S_]-E]—

~# nano /var/simplesamlphp/config/config.php
/] EheTt 7ol 44

‘trusted.url.domains’ => array(),

SHA1(EQF3]eF) thAl SHA-256 22 o]&3tct 1D A|ZAH= saml20-idp-hosted.php &, SP AH|-&xt=
authsources,php & %3ttt SSP 1,12 o/l HZAoA= config TUol] ¥IgE]o] glenz A FAITH
A|Agck



I KAFE

/11D AF2td F-2oll s
~# nano /var/simplesamlphp/metadata/saml20-idp-hosted.php

/| THeat 7o) 2AAA

'signature.algorithm' => "http://www.w3,0rg/2001/04/xmldsig-more#rsa-sha256',

(2] 7841: 2015-11-6 -draft v0.14]




