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Background (Contd.)
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Korea Access Federation

 KAFE
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eduGAIN: =7}t 2t AECIFT L JH5H Ot= AMH|A(GEANT £9)



KAFE (Contd.)
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# of entities

40

— 80t — 230t federated users

Growt

184 MH|A RP2(17HT CHH|)
— 40 - 54 entities (eduGAIN T &)

. 25 > 35 entities (KAFE Production Fed.)
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2014

2015
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2016

2017

2018

2019
Year

Production

Total: 66
NAME 4 COUNTRY ¢ ENTITIES IDP SP
InCommen Federation United States a761 2909 5857
WAYF Federation Denmark 84 67 17
LAIFE Federation Latvia 58 18 41
Grid IDentity Pool Federation Italy 50 8 42
INFED India 44 24 20
LITNET FEDI Federation Lithuania 44 19 25
COFRe Federation Chile 38 6 32

I KAFE South Korea 35 14 21
CSTNet Cloud Federation China 32 3 29
TAAT Federation Estonia 28 21 5
FEDUrus ldentity Federation Russia 24 10 14
PIONIER.Id Poland 22 12 10
RCTSaal Federation Portugal 20 19 1
FEIDE Federation Norway 19 1 18
Hong Kong Access Federation (HKAF) Hong Kong 17 9 8
Sifulan Malaysia 17 5 12
OMREN Federation Oman 13 13 0
Singapore Access Federation (SGAF) Singapore 10 2 I



Available App/Services
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Interoperation/Compliance

- KAFE SW package X & &=(2018 HiE M)
— Inter—federation
« Research and scholarship category
« SIRTFI category
« Name format: £&|= CNEt, {EZ GNudl SN&
— Compliance
- BEFTLUTEH/MCITEETH
o MXIH AT T
« eduGAIN import policy & (EET XIFE)
« Policy profile (on—going)
— KAFE baseline LOA
o XHY S8 B2(CH=E £6)
— KAFE SI158& FIIXO = Ho| &
(https://www.kafe.or.kr/attributeMap &)




Operation/Monitoring

40 VMs on 9 Physical Machines (app server E&})
— Vmware ESXi hosts O| &
— High availability
- Best effort or with HAproxy

(vCenter HA EE= Kubernetes2 Mt HY F)

« Weekly VM backup
Host/process monitoring

_ Zabbix 0| & = *

Security concern

— Physical + Software firewall/IPS
« OSSEC1} Elastic stack& O| &0 ZUE™

Entity monitoring
— SSL, NTP, availability
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Organization Support

« |ID NI XL
— simplesamiphp SAML 2ZE 9|9
— KAFE staff & X|(1 -2+ 4ZI}'5)
* hittps://www.kafe.or.kr/services 78| A|
« MHU|AXNITXHSAML Integration)
— KAFE staff Zt& X|#(1-67H& £ 2)
- Shibboleth
— Apache (WS) and/or Tomcat (WAS)
 simplesamliphp
— PHP app on Apache (WS)
» Spring security SAML extension

« KAFE manpower 30~40% 2=H|
— TF, HMX|A HFE S0|1 SN T XPIHIE S A




KAFE for Data Content

E—Journal

— |EEExplore (2018.5)

— Elsevier — ScienceDirect, Mendeley (2018.9)

— Web of Science, ACM, etc. (on—going)

=X &

— eduGAIN HIEtHIO|E| O] & Z7Hopt—in policy, SUE T)
« Bi—lateral agreement, A|2t0] @2 EE (XA 3~67H)

— 3XKID MITXt, MUIAXIG X}, KAFE) Zt 25T B2
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A=
— KAFE IdP SW package®|| O| & T Al =&ISW I 9%



KAFE for Data Science

Open Data Platform(71%)
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KAFE for Computational

Science

- EDISON A Ati}er E3HE(2018. 4)
— HAHUSTA|SZEO|M AMH|A
— MH|AEZ2S T8 H B I IS5 SAHIAL TEIL
T8 N =X
« Shibboleth?!} Liferay plugin X&
« MathWorks

— MathWorks Korea®] 2% 0| 9|0} =14
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- XY T

EDIYON



Problems of SAML integration

o MHIATIZ HBO O

— Apache Web Server +
- Tomcat WAS(Web Application Server)
« JEUS WAS

— WebtoB Web Server +
« JEUS WAS

— Tomcat only
o MXPEE ZTEYRIA(Java Spring Frqmework)

J1E 223 UTHAI(SSO T)A T
- X} BT BN

%'Ul' %I'I:H
— grﬂlgbole’rh + mod_qjp(dtiXOZE &X|Bt M8 Il5 50| X
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— Spring security SAML extensions



Architectural Change

 Full mesh to Hybrid
— Full mesh with hub—and—spoke
.+ o8
— (SP)S & ATEQIO M J|=2 S
— (IDP)7|X 1T 2A8 /P T5H T
— (TTR)ZI=X|& 2013 &
. B
— SEHE IIBA, T2 A
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Full mesh Hub—-and-spoke

Hybrid architecture



Hub Development

« Research Collaboration Zone

— Hub A|AEIQ| O|E

- 3HIJIEAHE T 14 4T

— Reference model: NSF ClLogon EE2HE
« User/Organization feedback

— OIDC adoption
- SAMLO| L{ 0]2{Q| 2. A|AEI STTH=Cf| A|ZH0| L{F B40| T4 Q.
LHHO T J | X|&E OljOf O ?
— Social login
« 22]= A4 201 O|§F Y Hoj|2, 80 T&H|80| HML.
— Attribute(group/entitlement) management
« Openstack group HE|0l= YEO| JYULIL? & AH|A= O] &H&
%* Mool &84 2 (0] &ATHE 200t &0 all or nothing©| 4

el

« Our need
— Non web browser apps (e.g., SSH)



Research Collaboration Zone

« Key challenging

— Token translation
« SAML © OIDC/OAuth/REST

— Component interfacing/control

« Social login, IdP proxying, Attribute
authority, SAML—OIDC proxying, User
consent, Embedded discovery, etc



rZONE Architecture
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15t year Output

« OIDC adoption

— OIDC provider: pilot ready
« Social Login

— Google (NIST LoA 0)

— Naver (LoA EM 2’8 Al, ORCIDE HE H )

— Z|¥Tl°l(Webmeet, Webinar) A{H|A Social login ¥{§ 973
« GRAM attribute management LOGIN .

— Entitlement—based access control
- Vidyo MH|A(2Hy2]9]) THy AHIA =

! @ o 8 0 Owrole  walgnos

= o Attribute —based
———— Access Control

Attribute Authority
(KAFE GRAM)

OIDC client registration Social login support



rZONE Next

« Non—web &3 X|& (—2020)
— X.509, SSHkey Y&

« Oauth for Myproxy, SSH key management,
ECP(Enhanced Client or Proxy) %y 7I=&

Al ==
- O



EfcC.

« KAFE portal update
— YUY SEAMHA - HTFAY AMH|A
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To—do

E—journal/ul£&§ 22421 MU|A =§ =IO
OIDC &# J|o EEH MY}

OIDC ¥ GRAM & Best Practices =&
— JupyterHub, Kubernetes, OpenStack %

Non—Web K| A|AE T EEIR] &
— SSH Key and/or X509 PKI




